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From A Legal Perspective

Managing Shared Files with 
Information Governance Policies



Lawyers create, review, and file documents with courts and other regulatory entities 
daily, sometimes multiple documents on a daily basis.  Paper documents and electronic 
files are a lawyer’s currency.  

Any legal administrator will share that most lawyers are not good managers – they 
practice law  ‐‐ managing files, cataloging data and destroying data are not practices 
lawyers embrace. 

How do the regulatory constraints and ethical requirements for information governance 
utilized by law firms impact their clients – corporations public agencies, etc.

What challenges are presented when implementing information governance policies on 
un‐managed shared file repositories and paper file repositories and how we can make 
major strides towards compliance.



How do you define 
Information Governance?



Establish clear control for creating, retaining 
and disposing of information

Meet compliance, regulatory and 
organizational requirements

Manage for cost









Shared File “Drawer”







• Assign metadata to classify and tag documents that would enable those 
documents to be more effectively found;

• Exercise any formal version control over documents (specifically for Windows 
operating systems);

• Record an effective audit trail of who has accessed or changed a document;
• Enable documents to be flexibly and easily secured at a granular level;
• Enforce a consistent folder structure;
• Facilitate publishing/distribution of documents from a single source to multiple 

channels;
• Enable users to be notified when certain types of documents are created or 

changed;
• Restrict duplication of documents;
• Allow documents to be easily linked and cross referenced.

Management



• Inconsistent file transfers related to on- and off-boarding
• Ethical wall or privacy breaches
• Information security leakage, confidentiality and potential legal liability
• Client demands (outside counsel guidelines)
• Regulatory requirements (e.g., HIPAA, HITECH, Dodd Frank)
• Other compliance requirements
• Privacy
• Competitive advantage (data getting into the wrong hands)

Security



Growing volumes of documents across Shared Drives, with large 
amounts of duplication and versions, results in higher costs for 
storage, backup and maintenance. Although it may be argued that the 
cost of storage of electronic documents isn’t necessarily prohibitive, it 
is the management, searching and effective use of these documents 
where all of the greatest costs and associated inefficiencies lie.

Cost



• Develop, obtain approval and implement an Information 
Governance Policy 
• For law firms, this policy has some unique 

requirements
• Preservation for the life of a matter – who 

determines the life of the matter? Ethical Walls -
who can see the data

• Catalog Data – You do know where everything is and 
who it belongs to, right???

• Organize Before You Destroy
• Follow your IG Policy to determine the disposition of all 

files (electronic/paper)



Stages of Shared Drive Cleanup
1. Indentify
2. Analyze
3. Organize
4. Reduce
5. Manage



Identify



Analyze



Organize



Reduce



Manage



Below are the steps recommended to achieve and maintain your Shared Drives:

Step One:  Immediately begin managing any new data placed in the Shared Drives.  
Securing the drives as needed to limit the addition of data.  Existing documents can be 
“Read Only” from the drives with careful consideration to how can modify the 
documents.
Step Two:  Initiate Information Governance training – work with Human Resources to 
develop training for staff on Information Governance.  Develop staff webinars on the 
importance of their role in Information Governance.
Step Three:  Continuous auditing of the data on the Shared Drives to determine 
disposition.  Where possible, delete data that has been determined end of life or of no 
value to the business.
Step Four:  Communication and training on the importance of a strong Information 
Governance policy and the processes that support the policy is a critical component to 
success.  Develop a communication plan ensuring awareness of the IG policy and 
stress the business and risk-related benefits of applying information governance 
principles to the data contained in the Shared Drives/Folders.  



IG Policy – Key Points 
Data should only be placed and shared in approved repositories, and located within the appropriate designated areas, which 
fall under security and appropriate group membership.
All potential breaches of data should be promptly reported to management.
Any loss of firm-provided mobile devices or personal mobile devices containing data should also be reported promptly to the 
designated department manager.
Appropriate methods of communication should be clearly defined (e.g., establish policies on social media, instant messaging, 
etc.). 
Personal devices that might be used to access data should be required to be password protected and have anti-virus 
protection enabled.
Documents, including emails, should not be permitted to be sent to home email accounts.
In the event of a departure, data related to the business and its property and should be wiped from a personal device 
accordingly.
Data restricted by ethical walls or other security measures must be addressed and approved by the appropriate team prior to 
being provided to a requesting user, if the user is not already permitted access. 
Any physical records being taken from the building by employees should be tracked, secured and returned. In some situations, 
it might be required that certain records with higher security requirements should not be permitted to be removed at all.
Data destruction timeframes need to be clearly communicated in the policy.
Policies and procedures for data destruction need to be established and consistently followed.



Policy Implementation
In connection with developed policies, there should also be established procedures for users to follow regarding data
being used outside of firm offices. Although the procedures should be outlined with the established policies, there
is also a need to make them “simple” to follow, while still achieving the needs of the policy. A firm should ensure that
procedures are established for such items as:

 How to determine whether a user should be granted remote access to the firm’s network.
 How, and to whom, a user should report a data breach or loss/theft of a device containing firm data.
 How to seek approval to provide a remote user with access to an otherwise restricted document when the request
 is urgent and/or off-hours.
 How, and whom, to notify if a physical record is being removed from the building.
 How to return or destroy data in the event of a departure from the firm.
 How to seek approval for utilizing a client-preferred data-sharing site (this should be subject to rigorous testing and 

education of the risks, to the extent that they exist). It may be that certain requests are never approved. To the  
extent that they are, there should be a sign-off procedure from both attorney and client — if they elect to move 
forward — that they are aware of, and accept, the associated risks.



Educate
Policies and procedures are crucial to risk prevention in a 24/7 firm, but education is equally 
vital. 
Most users will perform the appropriate procedure, or follow the policy, if they not only a.) are 
aware of it, but also b.) understand the reasoning behind it. Users should be aware of the 
ramifications of accessing data outside of firm protocol and the risks it presents to not just the 
firm, but clients as well. 
Additionally, users should be aware of any legal or client requirements that the firm must 
follow, so that they can act within the established boundaries. Understanding the impact on 
ethical obligations and client relationships — more so, the detriment to both when policies 
are not followed — helps highlight what the firm is attempting to promote or prevent.
Education should be thorough, and remain current with any new firm processes or 
technologies. It should be a requirement as opposed to a suggestion, and should also be 
consistent with what the firm does. As often happens, education works best when verbal 
instruction is combined with action. By demonstrating that those in senior management are 
already adhering to the process, it creates and serves as an example for others to follow.
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